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NETWORK TOPOLOGY

NETWORKS

A network is a set of devices (often referred to as nodes) connected by communication links. A node
can beacomputer, printer, orany other device capable of sending and/orreceiving datagenerated by
other nodes on the network.

Network Criteria

A network must be able to meet a certain number of criteria. The most important of these are
performance, reliability, and security

Performance
Performance can be measured in many ways, including transit time and response time.

i Transittimeisthe amount of time required for amessage to travel from one device to

another.
i Responsetimeisthe elapsedtime between aninquiry and aresponse.

i Performance is often evaluated by two networking metrics: throughput and delay. We
often need more throughput and less delay.

Reliability
Network reliability is measured by the frequency of failure, the time it takes a link to recover from a
failure.

Security

Network security issues include protecting data from unauthorized access, protecting data from
damage and development, and implementing policies and procedures for recovery from
breaches and data losses.

Physical Structures

Type of Connection

A network is two or more devices connected through links. A link is a communications pathway that
transfers data from one device to another.

Point-to-Point
A point-to-point connection provides a dedicated link between two devices. The entire capacity of
the link is reserved for transmission between those two devices.
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Most point-to-point connections use an actual length of wire or cable to connect the two ends,
but other options, such as microwave or satellite links, are also possible.

Multipoint
Amultipoint (also called multidrop) connection is one in which more than two specific devices share
a single link.
i Inamultipointenvironment, the capacity of the channelis shared, either spatially or temporally.

i Ifseveraldevices can usethe link simultaneously, itis a spatially shared connection. If users
must take turns, itis a timeshared connection.

Physical Topology

The term physical topology refers to the way in which a network is laid out physically.: 1\vo or more
devices connectto a link; two or more links form a topology.
There are four basic topologies possible: mesh, star, bus, and ring.

v Types ofconnections: point-to-point and multipoint
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Mesh
i Inameshtopology, every device has a dedicated point-to-point link to every other device.
The termdedicated means thatthe link carries traffic only between the two devices it
connects.
i h(n-1)physical links are needed to connect nh nodes.
i ifeachphysicallink allows communicationin both directions (duplex mode), we candivide
the number of links by 2. ie) we need n(n -1) /2 duplex links
A fully connected mesh topology (five devices)
Station
Station
Advantages
The use of dedicated links guarantees that each connection can carry its own data load,
thus eliminating the traffic problems.
Ameshtopologyisrobust. If one link becomes unusable, itdoes not affectthe entire system.
Privacy or security. When every message travels along a dedicated line, only the
intended recipient seesit.
Disadvantages
i Everydevice mustbe connectedto everyotherdevice, installation and reconnection
are difficult.
i Bulk of the wiring can be greater than the available space.
i The hardware required to connect each link (I/O ports and cable) can be
prohibitively expensive
Application

Download Binils Android App in Playstore Download Photoplex App



http://www.binils.com/
https://play.google.com/store/apps/details?id=binilselva.allabtengg.release001
https://play.google.com/store/apps/details?id=com.binilselva.photoship

www.binils.com for Anna University | Polytechnic and Schools

One practicalexample ofameshtopologyisthe connection of telephone regional offices inwhich
each regional office needs to be connected to every other regional office.

Star

In a star topology, each device has a dedicated point-to-point link only to a central

i
controller, usually called a hub. The devices are not directly linked to one another.
i Astartopology does not allow direct traffic between devices.

The controller acts as an exchange: If one device wants to send data to another, it sends
the datato the controller, which then relays the data to the other connected device.

A star topology connecting four stations

Hub

Station Station Station ! Smﬁoni

Advantages
i - Astartopology isless expensivethan a mesh topology

Robustness.-If one link fails, only that link is affected. All other links remain active.

Disadvantage

i Startopology is the dependency of the whole topology on one single point, the hub. If the
hub goes down, the whole system is dead.

Thestartopologyisusedinlocal-areanetworks (LANSs), High-speed LANsoftenusea
star topology with a central hub.

Bus Topology
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i A bustopology, on the other hand, is multipoint. One long cable acts as a backbone to link
all the devices in a network

A bus topology connecting three stations
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Nodes are connected to the bus cable by drop lines and taps.

i Adroplineisaconnection running between the device and the main cable

Advantages

bus topology include ease of installation.

Disadvantages

i Itincludes difficult reconnection and fault isolation.

faultor break inthe bus cable stops all transmission even between devices onthe same side of
the problem. The damaged area reflects signals back in the direction of origin, creating noise
in both directions.

i Adding new devices may therefore require modification or replacement of the backbone.

Bus topology was the one of the first topologies used in the design of early local
area networks. Ethernet LANs can use a bus topology.
Ring Topology
i In aring topology, each device has a dedicated point-to-point connection with only the
two devices on either side of it.

A signal is passed along the ring in one direction, from device to device, until it reaches its
destination.
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i Eachdeviceinthering incorporates arepeater. When a device receives a signal intended
for another device, its repeater regenerates the bits and passes them along.

A ring topology connecting six stations
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Advantages

i Aring is relatively easy to install and reconfigure. Each device is linked to only its
immediate neighbours.

To add or delete a device requires changing only two connections.

Faultisolationis simplified. (Generally in aring, a signalis circulating at all times. If one
device does not receive a signal within a specified period, it can issue an alarm.
The alarm alerts the network operator to the problem and its location)

Disadvantages

Inasimplering, abreak inthe ring (such as a disabled station) can disable the entire

network(This weakness can be solved by using a dual ring or a switch capable
of closing off the break)

Hybrid Topology
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A network can be hybrid. For example, we can have a main star topology with each branch connecting
several stations in a bus topology.

A hybrid topology: a star backbone with three bus networks

Station

Station
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Network Types
Local Area Network(LAN)

i ALocalarea Network (LAN) is usually privately owned and connects some hostsina
single office, building or campus.

i Depending uponthe need of the organization the LAN can be simple or complex.

i Eachhostinthe LAN hasaidentifier ,an address, uniquely definesthe hostinthe
LAN.

i Apacketsent by a host to another host carries both source host and destination
host address.

LAN size is limited to a few kilometres.

i Inpastallhostsinthe network connected through acommon cable , which meant
that a packet sent from one host to another was received by all the hosts. The

indented recipient kept the packet others dropped the packet.

i Nowmostofthe LAN use asmart connecting switchwhichis able torecognisethe
destination address and guide the packet to sent to the destination node.

Figure 1.8 An isolated LAN in the past and today
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b. LAN with a switch (today)

Wide Area Network

i Awide areanetwork (WAN)is also aninterconnection of devices capable of communication.

i AWAN hasawider geographical span, spanning atown, a state, acountry, oreventhe world.
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i ALAN interconnects hosts; a WAN interconnects connecting devices such as switches, routers,
or modems.

i ALANisnormally privately owned by the organization that uses it; aWAN is normally created
and run by communication companies and leased by an organization that usesiit.

Point-to-Point WAN

A point-to-point WAN is a network that connects two communicating devices through a transmission

media (cable orair).

Figure 1.9 A point-to-point WAN
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Switched WAN

i Aswitched WAN is a network,with more than two ends.

iw  Switched WAN is acombinationofseveral point-to-point WANSs that are connected by switches:

Figure 1.10 A switched WAN
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Internetwork

When two or more networks are connected, they make an internetwork, or internet.
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Figure L.11  An internetwork made of two LANs and one point-to-point WAN
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Switching
Aninternetis aswitched networkinwhich aswitch connectsatleasttwo linkstogether. Aswitch needs
to forward data from a network to another network when required.

Thetwo mostcommontypes of switched networks are circuit-switched and packet-switched networks.
Circuit-Switched Network

In a circuit-switched network, a dedicated connection, called a circuit, is always available between the

two end systems; the switch can only make it active or inactive.

Figure 1.13 A circuit-switched network
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A circuit-switched network is efficient only when it is working at its full capacity; most of the
time, it is inefficient because it is working at partial capacity. (eg: site are talking with four
people atthe other site; the capacity of the thick line is fully used. Inthe second case, only one
telephone set at one side is connected to atelephone set at the other side; only one-fourth of

the capacity of the thick line is used).

Packet-Switched Network

i Inacomputer network, the communication between the two ends is done in blocks of data
called packets.

i Arouterinapacket-switched network has a queue that can store and forward the packet.
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Figure L.14 A packet-switched network
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If only two computers (one at each site) need to communicate with each other, there is no
waiting for the packets. However, if packets arrive at one router when the thick line is already

working at its full capacity, the packets should be stored and forwarded in the order they

arrived.
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Switching

INTRODUCTION

A switched network consists of a series of interlinked nodes, called switches. Switches are
devices capable of creating temporary connections between two or more devices linked to
the switch.

Fipure 8.1  Switched network
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i The above figure is a switching network, the end systems (communicating devices)
are labeled A, B, C, D, and so on, and the switches are labeled I, 11, 11I, IV, and V. Each
switch is connected to multiple links.

Three Methods of Switching

i Traditionally, three methods of switching have been discussed: circuit switching,
packet switching, andmessage switching.

i /Packet switching can further jbe rdivided rinto two subcategories—virtualcircuit
approach and datagram approach.

Switching and TCP/IP Layers
Switching can happen at several layers of the TCP/IP protocol suite.

i Switching at Physical Layer

Figure 8.2  Taxonomy of switched networks
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At the physical layer, we can have only circuit switching. There are no packets exchanged
at the physical layer. The switches at the physical layer allow signals to travel in one
path or another.

i Switching at Data-LinkLayer
At the data-link layer, we can have packet switching. However, the term packet in this
case means frames or cells. Packet switching at the data-link layer is normally done
using a virtual-circuit approach.

i Switching at NetworkLayer
At the network layer, we can have packet switching. In this case, either a virtual-circuit
approach or a datagram approach can be used. Currently the Internet uses a datagram
approach.

i Switching at ApplicationLayer
At the application layer, we can have
only message switching. The communication at the application layer occurs by
exchanging messages.

CIRCUIT-SWITCHED NETWORKS

A circuit-switched network is made of a set of switches connected by physical links, in which
each link is divided into n channels.

0 Circuit switching takes place at the physical layer.

i Incircuitswitching, the resources needto be reserved during the setup phase; the
resources remain dedicated for the entire duration of data transfer until the teardown
phase.

0 Before starting communication, the stations must make areservationfor the resources to be used
during ‘the ‘communication. These resources, such as channels, switch buffers, switch
processing time, and switch input/output ports, must remain dedicated during the entire duration
of data transfer until the teardown phase.

0 Data transferred between the two stations are not packetized. The data are a continuous flow
sent by the source station and received by the destination station, although there may be periods of
silence

0 There is no addressing involved during data transfer. The switches route the data based on
their occupied band (FDM) or time slot (TDM).
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Figure 8.5  Circuit-switched network used in Example 8.2
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Three Phases

i The actual communication in a circuit-switched network requires three phases:
connection setup, data transfer, and connection teardown.

i Setup Phase
Before the two parties can communicate, a dedicated circuit needs to be established. The
end systems are normally connected through dedicated lines to the switches. so
connection setup means creating dedicated channels between the switches.

i Data-Transfer Phase

After the establishment of the dedicated circuit (channels), the two parties can transfer
data.

i~ Teardown Phase

When one of the parties needs to disconnect, a signal is sent to each switch to release the
resources.

i Efficiency: Circuit-switched networks are not as efficient as the other two types of networks
because resources are allocated during the entire duration of the connection. These
resources are unavailable to other connections.

i Delay :Although a circuit-switched network normally has low efficiency, the delay in this
type of network is minimal. During data transfer the data are not delayed at each switch; the
resources are allocated for the entire duration of the connection.

PACKET SWITCHING

i Indata communications, we need to send messages from one end system to another. If the
message is going to pass through a packet-switched network, it needs to be divided into
packets of fixed or variable size. The size of the packet is determined by the network and
the governing protocol.
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i In a packet-switched network, there is no resource reservation; resources are allocated
on demand.

i We can have two types of packet-switched networks: datagram networks and virtual
circuit networks.

i Datagram Networks

In a datagram network, each packet is treated independently of all others. Even if
a packet is part of a multipacket transmission, the network treats it as though it
existed alone. Packets in this approach are referred to as datagrams.

Datagram switching is normally done at the network layer.

The datagram networks are sometimes referred to as connectionless networks.
The term connectionless here means that the switch (packet switch) does not
keep information about the connection state. There are no setup or teardown
phases. Each packet is treated the same by a switch regardless of its source or

destination.
Figure 8.7 A datagram network with four switches (routers)
Datagrum network
A L o p—

3
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A switch in a datagram network uses a routing table that is based on the destination
address.

The routing tables are dynamic and are updated periodically. The destination addresses
and the corresponding forwarding output ports are recorded in the tables.

Every packet in a datagram network carries a header that contains, among other
information, the destination address of the packet.

The destination address in the header of a packet in a datagram network remains the
same during the entire journey of the packet.

Efficiency :The efficiency of a datagram network is better than that of a circuit-switched
network; resources are allocated only when there are packets to be transferred. If a
source sends a packet and there is a delay of a few minutes before another packet can be
sent, the resources can be reallocated during these minutes for other packets from other
sources.
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Delay: There may be greater delay in a datagram network than in a virtual-circuit
network. Although there are no setup and teardown phases, each packet may experience
a wait at a switch before it is forwarded.

Virtual-Circuit Networks

A virtual-circuit network is a cross between a circuit-switched network and a datagram network.
It has some characteristics of both.

1. Virtual-Circuit Networks has setup and teardown phases in addition to the data transfer phase.
2. Resources can be allocated during the setup phase, or on demand.

3. Data are packetized and each packet carries an address in the header. However, the address in
the header has local jurisdiction (it defines what the next switch should be and the channel on
which the packet is being carried), not end-to-end jurisdiction.

4. All packets follow the same path established during the connection.

5. A virtual-circuit network is normally implemented in the data-link layer, while a circuit-switched
network is implemented in the physical layer and a datagram network in the network layer.

Tipure 800 Virtwal-cironit network

M ] End system

4 ] End system
i)

i Addressingln a virtual-circuit network, two types of addressing are involved: global and
local (virtual-circuit identifier).
o Global Addressing A source or a destination needs to have a global address—
an address that can be unique in the scope of the network.
o Virtual-Circuit Identifier The identifier thatis actually used for datatransferis called
the virtual-circuit identifier (VCI) or the label. A VCI, unlike a global address, is a
small number that has only switch scope; it is used by a frame between two
switches. When a frame arrives at a switch, it has a VCI; when it leaves, it has a
different VCI.

i Three Phases
o Thethree phases in a virtual-circuit network: setup, data transfer, and teardown.
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o Data-Transfer Phase

i To transfer a frame from a source to its destination, all switches need to
have a table entry for this virtual circuit. The table, in its simplest form, has
four columns.

i The data-transfer phase is active until the source sends all its frames to the
destination. The procedure at the switch is the same for each frame of a
message. The process creates a virtual circuit, not a real circuit, between
the source and destination.

o Setup Phase

i In the setup phase, a switch creates an entry for a virtual circuit. For
example, suppose source A needs to create a virtual circuit to B. Two
steps are required: the setup request and the acknowledgment.

i Initially A setup request frame is sent from the source to the destination.
After the entries in the switching tables gets completed A special frame,
called the acknowledgment frame id generated

o Teardown Phase

i Inthis phase, source A, after sending all frames to B, sends a special frame
called a teardown request. Destination B responds with a teardown
confirmation frame. All switches delete the corresponding entry from
their tables.

i In virtual-circuit switching, all packets belonging to the same source and destination
travel the same path, but the packets may arrive at the destination with different delays
if resource allocation is on demand.

i Switching at the data-link layer in a switched WAN is lnormally implemented by using
virtual- circuit techniques.
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TCP/IP PROTOCOLSUITE

i TCP/IPisaprotocol suite (a set of protocols organized in different layers) used in the

Internet today.

i Itisahierarchical protocol made up of interactive modules, each of which provides a

specific functionality.

i The term hierarchical means that each upper level protocol is supported by the services

provided by one or more lower level protocols.

Layered Architecture

Figure 2.4 Layers in the TCP/IP protocol suite
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Figure 2.5  Communication through an internet
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i The TCPIIP protocol suite was developed prior to the OSI model. Theoriginal TCP/IP
protocol suite was defined as havingfour layers: host-to-network, internet, transport, and
application.

i TCPI/IP is a hierarchical protocol made up of interactive modules, each of which provides
a specific functionality; however, the modules are not necessarily interdependent.

I Kool | Applications -l

| Presentation SMTP F1P HTTP DNS SNMP || TELNET
|Ses~:lon 1
| Transport sC TP ! | TC_P I I UD_F |

l ICMP ﬂ IGMP' I
Network
(internet) IP
IRARP | ArP |
]MM Protocols defined by J
| the underlying networks
I Physical (host-to-network) 1

Fig: TCP/IP and OSI model.
i TCP/IP is a hierarchical protocol made up of interactive modules, each of which provides
a specific functionality; however, the modules are not necessarily interdependent.

i TCP/IP protocol suite contain relatively independent protocols that can be mixed and
matched depending on the needs of the system. The term hierarchical means that each
upper-level protocol is supported by one or more lower-level protocols.

i At the transport layer, TCP/IP defines three protocols: Transmission Control Protocol (TCP),
User Datagram Protocol (UDP), and Stream Control Transmission Protocol (SCTP).

Atthe network layer, the main protocol defined by TCP/IP is the Internetworking Protocol (IP)
Physical and Data Link Layers

Atthe physical and data link layers, TCPIIP does not define any specific protocol. It supports
all the standard and proprietary protocols.

Network Layer
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i Atthe network layer (or, more accurately, the internetwork layer), TCP/IP supports the
Internetworking Protocol. IP uses four supporting protocols: ARP,RARP, ICMP, and IGMP.

Internetworking Protocol (IP)

i ThelnternetworkingProtocol(IP)isthetransmissionmechanismusedbythe
TCP/IP protocols. Itis an unreliable and connectionless protocol-a best-effort
delivery service.

i Theterm best effort means that IP provides no error checking or tracking.

i IP transports data in packets called datagrams, each of which is transported separately.
Datagrams can travel along different routes and can arrive out of sequence or beduplicated.

i |IP does not keep track of the routes and has no facility for reordering datagrams once
they arrive at their destination.
Address Resolution Protocol

The Address Resolution Protocol (ARP) is used to associate a logical address with a
physical address.ARPisusedtofindthephysicaladdressofthenodewhenitsinternetaddress
isknown.

Reverse Address Resolution Protocol

i TheReverse AddressResolution Protocol (RARP) allows ahosttodiscoverits Internet
address when it knows only its physical address.

Internet Control Message Protocol

i Thelnternet Control Message Protocol (ICMP) is amechanism used by hosts and gateways
to send notification of datagram problems back to the sender. ICMP sends query and
error reporting messages.

Internet Group Message Protocol

i The Internet Group Message Protocol (IGMP) is used to facilitate the simultaneous
transmission of a message to a group of recipients.

Transport Layer

Transport layer was represented in TCP/IP by two protocols: TCP and UDP. IP is a host-to-
host protocol, meaning that it can deliver a packet from one physical device to another.

i UDP and TCP are transport level protocols responsible for delivery of a message from a
process (running program) to another process.
User Datagram Protocol

The User Datagram Protocol (UDP) is the simpler of the two standard TCP/IP transport
protocols. It is a process-to-process protocol that adds only port addresses, checksum
error control, and length information to the data from the upper layer.
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Transmission Control Protocol

i The Transmission Control Protocol (TCP) provides full transport-layer services to applications.
TCP is a reliable stream transport protocol. The term stream, means connection-oriented:

i TCP divides a stream of data into smaller units called segments. Each segment includes
a sequence number for reordering after receipt, together with an acknowledgment number
for the segmentsreceived.

Stream Control Transmission Protocol

i The Stream Control Transmission Protocol (SCTP) provides support for newer applications
such as voice over the Internet.

Application Layer

The application layer in TCPIIP is equivalent to the combined session, presentation, and
application layers inthe OSI model. Many protocols are defined at this layer.
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THE OSIMODEL

i The OSI model is not a protocaol; it is a model for understanding and designing a network
architecture that is flexible, robust, and interoperable.

i The OSI model is a layered framework for the design of network systems that allows
communication between all types of computer systems. It consists of seven separate but related
layers.

Layered Architecture:

i The OSI model is composed of seven ordered layers: physical (layer 1), data link (layer
2),network (layer 3), transport (layer 4), session (layer 5), presentation (layer 6), and application
(layer 7).
Peer-to-Peer Processes:
At the physical layer, communication is direct: In Figure, device A sends a stream of bits to
device B (through intermediate nodes). At the higher layers, however, communication must

move down through the layers on device A, over to device B, and then back up through the

layers.

i- Eachlayerinthe sending deviceadds its owninformationto the messageitreceives fromthe
layer just above it and passes the whole package tothe layer just below it.
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Fig: The interaction between layers in the OSI model.
At layer | the entire package is converted to a form that can be transmitted to the receiving
device. At the receiving machine, the message is unwrapped layer by layer, with.each process

i
receiving and removing the data meant for it.
The passing ofthe dataand networkinformation downthroughthelayers ofthe sendingdevice

Interfaces Between Layers
and back up through the layers of the receiving device is made possible byan interface between

each pair of adjacent layers.

Organization ofthe Layers:
The seven layers can be thought of as belonging to three subgroups. Layers |, 2, and3-physical,
data link, and network-are the network support layers; they deal with the physical aspects of

moving data from one device to another Layers 5, 6, and 7-session, presentation, and

application-can bethought of as the user support layers; they allow interoperability among

unrelatedsoftware systems.
Layer4,thetransportlayer, links the two subgroups and ensuresthatwhat the lower layers have

transmitted is in a form that the upper layers can use.
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i Theupper OSllayers are almost always implemented in software; lower layers are acombination
of hardware and software, except for the physical layer, which is mostlyhardware.

i Ateachlayer, a header, or possibly a trailer, can be added to the data unit. Commonly, the
traileris added only atlayer 2. When the formatted data unit passesthrough the physical layer

(layer 1), it is changed into an electromagnetic signal andtransported along a physical link.

i Upon reaching its destination, the signal passes into layer 1 and is transformedback into digital
form. The data units then move back up through the OSlI layers.

i Aseachblockofdatareachesthe nexthigherlayer,the headersandtrailersattachedtoitatthe
corresponding sending layer are removed, and actions appropriate to that layer aretaken.

Bythetimeitreacheslayer 7, the messageisagaininaformappropriate totheapplicationand
is made available to the recipient.

'+ H3
I-_- -
iz iz
= 1
[010] 010101010101101010000010000 | :'6i6|010101010101101010000010000 .|

Transmission medium

=

Fig: Anexchangeusingthe OSImodel.
LAYERSINTHE OSIMODEL:

Physical Layer
i The physical layer coordinates the functions required to carry a bit stream over a physical
medium. It deals with the mechanical and electrical specifications of the interface and

transmission medium.
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i Thephysicallayer is responsible for movements of individual bits from one hop (node) to the
next.

i The physical layer is also concerned with the following:
Physical characteristics of interfaces and medium.
The physical layer defines the characteristics of the interface between the devices and

the transmission medium. It also defines the type of transmission medium.
Representation of bits.

The physical layer data consists of a stream of bits(sequence of 0s or 1s) with no
interpretation. To be transmitted, bits must be encoded into signals--electrical or optical. The
physical layer defines the type of encoding (how 0s and 1s are changed to signals).

Data rate.

The transmission rate-the number of bits sent each second-is also defined by the

physical layer.
Synchronization of bits.

The sender and receiver not only must use the same bit rate but also must be

synchronized at the bit level.
Lineconfiguration.

The physicallayer is concernedwith the connection of devicesto themedia.ln apoint-
to-point configuration, two devices are connected through a dedicated link. In a multipoint
configuration, a link is shared among several devices.

Physical topology.

The physical topology defines how devices are connected to make a network. Devices
can be connected by using a mesh topology (every device is connected to every other device), a
star topology (devices are connected through a central device), a ring topology (each device is
connectedto the next, forming aring), a bustopology (every device ison acommonlink), ora
hybrid topology (this is a combination of two or more topologies).

Transmission mode.

The physical layer also defines the direction of transmission between two devices:
simplex, half-duplex, orfull-duplex. In simplex mode, only one device can send; the other can
only receive. The simplex mode is a one-way communication. In the half-duplex mode, two
devices can send and receive, but not at the same time. In a full-duplex (or simply duplex) mode,

two devices can send and receive at the same time.
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Data Link Layer:

From network layer To network layer
[ 1 I 1
H2 [oo % Dates ] T2 | Frame H2 |- ueDath, | T2 | Frame
l S8 |
Data link layer Data link layer
To physical layer From physical layer

Fig: Data link layer.

Thedatalinklayerisresponsible formovingframesfromonehop (node)tothe next.
Other responsibilities of the data link layer.

Framing.

The datalink layer divides the stream of bits received from the network layer into manageable
data units calledframes.

Physical addressing.

i Ifframes are to be distributed to different systems on the network, the data link layer adds a
header to the frame to define the sender and/or receiver of the frame.

Flow control.

The datalink layerimposes a flow control mechanism to avoid overwhelming the receiver.
Error control.

i Thedatalink layer adds reliability to the physical layer by adding mechanisms to detect and
retransmit damaged or lost frames.

Access control.

When two or more devices are connected to the same link, datalink layer protocols are
necessary to determine which device has control over thelink at any given time.
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Network Layer:

i The network layer is responsible for the source-to-destination delivery of a packet, possibly

across multiple networks(links).

If two systems are connected to the same link, there is usually no need for a network layer.
However, ifthe two systems are attached to different networks (links) with connecting devices

betweenthe networks (links), there is often aneedforthe network layerto accomplish source-

to-destination delivery.

The network layer is responsible for the delivery of individual packets from the source hostto

the destination host.

From transport layer To transport layer
1 | I
A=
H3 | Data Packet i ] Data | Packet
I I |
Network Network
layer layer

To data link layer From data link layer
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Fig: Network Layer.

Logicaladdressing.

i Thephysicaladdressing implemented by the data link layer handles the addressing problem
locally. If a packet passes the network boundary, we need another addressing systemto help

distinguish the source and destination systems.

Routing.

i When independent networks or links are connected to create internetworks(network of
networks) or a large network, the connecting devices (called routers or switches) route or switch
the packets to their final destination.

Transport Layer:

The transport layer is responsible for process-to-process delivery of the entire message.A
processis anapplication program running on a host.The transport layer is responsible for the

delivery of a message from one process to another.

From session laver To session layer

7/ X \
7 \
/ vl 1A \ R / \
i ’ /oA \ \ \
7/ / ! ) \ X \ _ \
3 - x ; { \
I '
l

—

H4 | Data ,m Data

l . f Segments { t } Segments
Transport Transport

layer To network layer From network layer layer

Fig: Transport layer

Service-point addressing.

The transportlayer header must therefore include a type of address called a service-

pointaddress (or port address).
Segmentation and reassembly.

A message is divided into transmittable segments,with each segment containing a sequence
number.

Connection control.

The transport layer can be either connectionless or connection oriented. A connectionless
transport layer treats each segment as an independent packet and delivers it to the transport
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layer at the destination machine. A connection oriented transport layer makes a connection
with the transport layer at the destination machine first before delivering the packets.
Flow control.

i Like the data link layer, the transport layer is responsible for flow control.
Error control.

i Thetransport layer is responsible for error control. However, error control at this layer is
performed process-to —process rather than across a single link.

Session Layer:

i The services provided by the first three layers (physical, data link, and network) arenot sufficient
for some processes.

i Thesession layer isthe network dialog controller. It establishes, maintains, and synchronizes the
interaction among communicatingsystems.

The session layer is responsible for dialog control and synchronization.
Specific responsibilities
Dialog control.
i The session layer allows two systems to enter into a dialog. It allows the communication
betweentwo processestotake place in either half duplex(one way atatime) or full-duplex (two
ways at a time) mode.

Synchronization.

The sessionlayerallows aprocesstoadd checkpoints, or synchronization
points, to a stream of data.

Presentation Layer

i The presentation layer is concerned with the syntax and semantics of the information
exchanged between twosystems.

The presentation layer is responsible for translation, compression, and encryption.
Specific responsibilities of the presentation layer:

Translation.

i Theprocesses (running programs) in two systems are usually exchanging information in the
form of character strings, numbers, andsoon. The informationmustbe changed tobitstreams

before being transmitted. Because different computers use different encoding systems, the
presentation layer is responsible for interoperability between these different encoding

methods.
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i The presentation layer at the sender changes the information from its sender-dependent format
into a commonformat.

i Thepresentationlayeratthereceivingmachine changesthe commonformatintoitsreceiver-
dependent format.

Encryption.

i Tocarry sensitive information, a system must be able to ensure privacy.
i Encryption means that the sender transforms the original information to another formand
sends the resulting message out over the network.

i Decryptionreverses the original process to transform the message back to its original form.
Compression.

Data compression reduces the number of bits contained in the information. Data compression
becomes particularly important in the transmission of multimedia such as text, audio, and video.

Application Layer:
The application layer enables the user, whether human or software, to access the network.

Itprovides userinterfaces and supportfor services such as electronic mail, remotefile access
and transfer, shared database management, and other types of distributed information services.

User User

(buman or program) (human or program)
X soo’ |FrAMl x.«wol x.5ml <o |X.400
| [ I
r
H7 06 Dam" : Message | H7 ' Data’ Message
: tisa
Application Application
laver laver
To presentation layer From presentation layer

Fig: Application layer
The application layer is responsible for providing services to the user.

Network virtual terminal.

Anetwork virtualterminalis asoftware version of a physical terminal, and itallows ausertolog
on to a remote host.

File transfer, access, and management.
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i Thisapplicationallowsausertoaccessfilesinaremotehost(to make changesorreaddata), to
retrieve files from a remote computer for use in the local computer, and to manage or control
files in a remote computer locally.

Mail services.

i Thisapplication provides the basis for e-mail forwarding and storage.
Directory services.

i This application provides distributed database sources and access for global information about
various objects andservices.

To allow access to network

= AApplication resources
B
To translate. encrypt, and Proserdation
compress data 3
G s ¢ To establish. manage. and
Session :

] ] termunate sessions
To provide reliable process-to-

process message delvery and
€111 Tecovery

Transport

To move packets from source
to destination: to prcvide
internetworking

To organize bits into frames:
to provide hop-to-hop delivery

Data link

2 To transmit bits overa medium:
i Physical to provide mechanical and
electrical specifications

Fig: Summary of layers.

Physical Layer Performance

i One characteristic that measures network performance is bandwidth. It has two different
measuring values: bandwidth inhertzand bandwidth in bits per second.

i Innetworking, we use the term bandwidth in two contexts.

The first, bandwidth in hertz, refers to the range of frequencies in a composite signalor
the range of frequencies that a channel can pass.

Thesecond, bandwidthinbitspersecond, referstothe speed of bittransmissioninachannelor
link.

Throughput:

i Thethroughputis a measure of howfast we can actually send data through a network.
We can calculate the throughput as

Throughput =(12,000 x10,000) / 60 =2 Mbps
Latency (Delay):
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i Thelatencyordelaydefineshowlongittakesforanentire messagetocompletely arrive atthe
destination from the time the first bit is sent out from the source.

i We can say that latency is made of four components: propagation time, transmission time,
gueuing time and processing delay.

Latency =propagation time +transmission time +queuing time +processing delay
Propagation Time
i Propagation time measures the time required for a bit to travel from the source to the
destination. The propagation time is calculated by dividing the distance by the propagation
speed.
Propagation time =Distance / (Propagation Speed)
Transmission Time:
The transmission time of amessage depends onthe size of the message and the bandwidth of
the channel.
Transmissiontime =(Message size)/Bandwidth
Queuing Time:
i Thethird componentin latency is the queuing time, the time needed for each intermediate or
end device to hold the message before it can be processed. The queuing time is not a fixed

factor; it changes with the load imposed on the network.

When there is heavy traffic on the network, the queuing time increases.
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Transmission Media
Introduction

i Transmission media are actually located below the physical layer and are directly controlled by
the physical layer. We could say that transmission media belong to layer zero.

i Thebelowfigure shows the position of transmission media in relation to the physical layer.

Figure 7.1  Transmission medium and physical laver

Sender Physical layer | Physical layer |Rc¢c|\'cr
Transmission medium
I—*O J—'

Cable or air

i Atransmission medium can be broadly defined as anything that can carry information
from a source to a destination.

i Indatacommunicationsthe definition ofthe informationandthe transmissionmedium
is more specific.

i | The transmission medium is usually free space, metallic cable, or fiber-optic cable. The
information is usually a signal that is the result of a conversion of data from another

form.

Intelecommunications, transmission media can be divided into two broad categories:
guided and unguided. Guided media include twisted-pair cable, coaxial cable, and fiber-

optic cable. Unguided medium is free space

Figure 7.2  Classes of transmission media

Transmission

media
[
Guided Unguided
(wired) (wircless)
I | 1 I 1 ]
SN Chois A Radio wave Microwave Infrared
cable cable cable

GUIDED MEDIA

Download Binils Android App in Playstore Download Photoplex App



http://www.binils.com/
https://play.google.com/store/apps/details?id=binilselva.allabtengg.release001
https://play.google.com/store/apps/details?id=com.binilselva.photoship

i Guided media, which are those that provide a conduit from one device to another, include
twisted-pair cable, coaxial cable, and fiber-optic cable.

i Asignaltraveling along any of these media is directed and contained by the physical limits of the
medium.

i Twisted-pair and coaxial cable use metallic (copper) conductors that accept and transport
signals in the form of electric current.

i Opticalfiber is a cable that accepts and transports signals in the form of light.
Twisted-Pair Cable

A twisted pair consists of two conductors (normally copper), each with its own plastic insulation, twisted

together.

gure 7.3  Twisted-pair cable

o < W> o

i Oneofthewiresisusedto carry signalsto the receiver, and the other is used only asaground
reference.

Thereceiver uses the difference between the two. In addition to the signal sent by the sender
on one of the wires, interference (noise) and crosstalk may affect both wires and create

unwanted signals.

i Ifthetwo wires are parallel, the effect of these unwanted signals is not the same in both wires
because they are at different locations relative to the noise or crosstalk sources (e.g., oneis

closer and the other is farther). This results in a difference at the receiver.

i By twisting the pairs, a balance is maintained.

Unshielded Versus Shielded Twisted-Pair Cable

The most common twisted-pair cable used in communications is referred to as unshielded
twisted-pair (UTP).

i IBMhasalso produced aversion of twisted-pair cable forits use, called shielded twisted-pair
(STP).
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i STP cable has a metal foil or braidedmesh covering that encases each pair of insulated
conductors. Although metal casing improves the quality of cable by preventing the penetration
of noise or crosstalk, it is bulkier and more expensive.

Figure 7.4 UTP and STP cables

Metal shield

Plastic cover Plastic cover

a UTP b. STP

Connectors

i Themostcommon UTP connector is RJ45 (RJ stands for registered jack).

i TheRJ45isakeyedconnector, meaning the connector canbeinsertedin only oneway.

Figure 7.5 UTP connector

m S

RJ-45 Mule

RJ-45 Female

One way to measure the performance of twisted-pair cable is to compare attenuation
versus frequency anddistance.

i Atwisted-pair cable can pass a wide range of frequencies.

Applications: Twisted-pair cables are used in telephone lines to provide voice and data
channels.

Coaxial Cable

i Coaxial cable (or coax) carries signals of higher frequency ranges than those in
twistedpair cable, in part because the two media are constructed quite differently.

i Insteadofhavingtwowires, coaxhasacentral core conductor of solid or stranded wire
(usuallycopper) enclosedinaninsulating sheath, whichis, inturn, encasedinanouter

conductor of metal foil, braid, or a combination of the two.

Download Binils Android App in Playstore Download Photoplex App



https://play.google.com/store/apps/details?id=binilselva.allabtengg.release001
https://play.google.com/store/apps/details?id=com.binilselva.photoship

i Theouter metallic wrapping serves both as a shield against noise and as the second
conductor, which completes the circuit. This outer conductor is also enclosed in an

insulating sheath, and the whole cable is protected by a plastic cover

Figure 7.7 Coaxial cabie

Insulator

uter conductor
Plastic cover (shicld)

i Toconnect coaxial cable to devices, we need coaxial connectors. The most

common type of connector used today is the Bayonet Neill-Concelman (BNC)

connector.
Table 7.2  Categories of coaxial cables
Category Impedance Use
RG-59 75Q Cable TV
RG-58 50Q Thin Ethernet
RG-11 50Q Thick Ethernet

i The attenuation is much higher in coaxial cable than in twisted-pair cable. In
other words, although coaxial cable has a much higher bandwidth, the signal

weakens rapidly and requires the frequent use of repeaters.
i Traditional Ethernet LANS, digital telephone networks, Cable TV networks also
use coaxial cables.
Fiber-Optic Cable

i Afiber-optic cable is made of glass or plastic and transmits signals in the form of light.

i Optical fibers use reflection to guide light through a channel. A glass or plastic core is
surrounded by a cladding of less dense glass or plastic.

i Thedifferenceindensity of the two materials mustbe suchthatabeam of lightmoving through
the core is reflected off the cladding instead of being refracted into it.
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Figure 7.11 Optical fiber

Cladding
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Cladding

Propagation Modes

i Currenttechnology supports two modes (multimode and single mode) for propagating light
along optical channels, each requiring fiber with different physical characteristics.

i Multimode can be implemented in two forms: step-index or graded-index.

-

Figure 7.12  Propagation modes

Mode

Graded index

Multimode
i Multimode is so named because multiple beamsfrom alight source move throughthe
core in different paths. How these beams move within the cable depends on the

structure of the core.
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Figure 7.13 Modes
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Inmultimode step-indexfiber, the density ofthe core remains constantfromthe center
tothe edges. Abeam oflight moves throughthis constant density in astraight line until

it reaches the interface of the core-and the cladding

A second type of fiber, called multimode graded-index fiber, decreases this distortion of
the signalthrough the cable. The word index here refers tothe index of refraction.

Single-mode uses step-index fiber and a highly focused source of light that limits beams
to asmall range of angles, all close to the horizontal.

Fiber-Optic Cable Connectors

There are three types of connectors for fiber-optic cables

The subscriber channel (SC) connector is used for cable TV. It uses a push/pull
locking system.

The straight-tip (ST) connector is used for connecting cable to networking
devices. ltuses a bayonetlocking system and is more reliable than SC.

i MT-RJis aconnectorthatis the same size as RJ45.

i  Fiber-optic cable is often found in backbone networks because its wide
bandwidth is cost-effective.

i  Fiber-optic cable is often found in backbone networks because its wide
bandwidth is cost-effective.
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Advantages and Disadvantages of Optical Fiber

Advantages

Fiber-optic cable has several advantages over metallic cable (twisted-pair or coaxial).

0 Higher bandwidth.

Fiber-optic cable can support dramatically higher bandwidths (and hence data rates) than either
twisted-pair or coaxial cable. Currently, data rates and bandwidth utilization over fiber-optic cable are

limited not by the medium but by the signal generation and reception technology available.

d Less signal attenuation.
Fiber-optictransmission distance is significantly greaterthanthat of other guided media. Asignal can
runfor 50kmwithoutrequiring regeneration. We need repeaters every 5 kmfor coaxial or twisted-pair

cable.

d Immunity to electromagneticinterference.

Electromagnetic noise cannot affect fiber-optic cables.

0 Resistance to corrosive materials.
Glass is;more resistant to-corrosive materials-than-copper.

4 Light weight.
Fiber-optic cables are much lighter than‘copper cables.

0 Greater immunity totapping.

Fiber-optic cables are more immune to tapping than copper cables. Copper cables create antenna
effects that can easily be tapped.

Disadvantages

There are some disadvantages in the use of optical fiber.

d Installation and maintenance.

Fiber-optic cable is a relatively new technology. Its installation and maintenance require expertise that is

not yet availableeverywhere.

0 Unidirectional light propagation.

Propagation of light is unidirectional. If we need bidirectional communication, two fibers are needed.

0 Cost.
The cable and the interfaces are relatively more expensive than those of other guided media. If the

demand for bandwidth is not high, often the use of optical fiber cannot be justified.
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UNGUIDED MEDIA: WIRELESS

i Unguided medium transport electromagnetic waves without using a physical conductor.

i Thistypeof communicationis oftenreferredto aswireless communication. Signals are normally
broadcast through free space and thus are available to anyone who has a device capable of

receiving them.

Figure 7.17  Electromagnetic spectrum for wireless communication
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i In ground propagation, radio waves travel through the lowest portion of the atmosphere,
hugging the earth.

i . Insky propagation, higher-frequency radio waves radiate upward into the ionosphere (the
layer of atmosphere where particles existasions) where they are reflected back to earth. This

type of transmission allows for greater distances with lower output power.
i Inline-of-sight propagation, very high-frequency signals are transmitted in straightlines directly
from antenna to antenna.

Table 7.4 Bands

Band Range Propagation Application
very low frequency (VLF) 3-30 kHz Ground Long-range radio
navigation
low frequency (LF) 30-300 kHz | Ground Radio beacons and
navigational locators
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Band Range Propagation Application

middle frequency (MF) 300 kHz-3 MHz | Sky AM radio

high frequency (HF) 3-30 MHz Sky Citizens band (CB),
ship/aircraft

very high frequency (VHF) 30-300 MHz | Sky and VHF TV, FM radio

line-of-sight

ultrahigh frequency (UHF) 300 MHz-3 GHz | Line-of-sight | UHF TV, cellular phones,
paging, satellite

superhigh frequency (SF) 3-30 GHz Line-of-sight | Satellite

extremely high frequency (EHF) 30-300 GHz | Line-of-sight | Radar, satellite

g We can divide wireless transmission into three broad groups: radio waves, microwaves,
and infrared waves.

Radio Waves

Electromagnetic waves ranging infrequencies between 3kHz and 1 GHz are normally called
radiowaves;wavesranginginfrequenciesbetween1and 300 GHz are called microwaves.

Radiowaves, forthe most part, are omnidirectional. When anantennatransmits radio waves,
they are propagated in all directions. This means that the sending and receiving antennas do not

have to be aligned.

A sending antenna sends waves that can be received by any receiving antenna.

The'omni directional property has a disadvantage, too. The radio waves transmitted by one
antenna are susceptible to interference by another antenna that may send signals using the

same frequency orband.

Radiowaves, particularlythose wavesthat propagate inthe skymode, cantravellong distances.

Applications
The omni directional characteristics of radio waves make them useful for multicasting, in which

thereisone sender butmanyreceivers. AMand FMradio, television, maritimeradio, cordless

phones, and paging are examples of multicasting.

Microwaves

Electromagneticwaves having frequencies between 1 and 300 GHz are called microwaves.

Microwaves are unidirectional. When an antenna transmits microwaves, they can be narrowly
focused. This means that the sending and receiving antennas need to be aligned.

The unidirectional property has an obvious advantage.
characteristics of microwave propagation:

0 Microwave propagation is line-of-sight.
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Since the towers with the mounted antennas need to be in direct sight of each other, towers
that are far apart need to be very tall. Repeaters are often needed for longdistance
communication

d Very high-frequency microwaves cannot penetrate walls. This characteristic can be a

disadvantage if receivers are inside buildings.

d Themicrowave bandisrelatively wide, almost 299 GHz. Therefore wider subbands can be
assigned, and a high data rate is possible.

0 Use of certain portions of the band requires permission from authorities.

i Unidirectional Antenna Microwaves need unidirectional antennas that send out signals
in one direction

Two types of antennas are used for microwave communications: the parabolic dish and
the horn

Figure 7.20 Unidirectional antermas
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Applications Microwaves, due to their unidirectional properties, are very useful
when unicast (oneto-one) communication is needed between the sender and
the receiver.

They are used in cellular phones satellite networks and wireless LANSs.

Infrared

i Infrared waves, with frequencies from 300 GHz to 400 THz (wavelengths from 1 mmto 770 nm),
can be used for short-range communication.
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i Infrared waves, having high frequencies, cannot penetrate walls. This advantageous
characteristic prevents interference between one system and another;

i we cannot use infrared waves outside a building because the sun’s rays contain infrared waves
that can interfere with the communication.

i Infrared signals can be used for short-range communication in a closed area using line-of-sight
propagation.
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