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ALLOCATING KERNEL MEMORY

When a process running in user mode requests additional memory, pages are
allocated fromthe list of free page frames maintained by the kernel. This listis typically
populated using a page-replacement algorithm and most likely contains free pages
scattered throughout physical memory. If a user process requests a single byte of
memory, internal fragmentation will result, as the process will be granted an entire page
frame.

Kernelmemory s often allocated from a free-memory pool different from the list
usedto satisfy ordinary user-mode processes.

There are two primary reasons for this:

1. The kernel requests memory for data structures of varying sizes, some of which are less
than a page in size. As a result, the kernel must use memory conservatively and attempt
to minimize waste due to fragmentation. This is especially important because many
operating systems do not subject kernel code or data to the paging system.

2. Pages allocated to user-mode processes do not necessarily have to be in contiguous
physical memory. However, certain hardware devices interact directly with physical
memory —without the benefit of a virtual memory interface —and consequently may

require memory residing in physically contiguous pages.

Inthe following sections, we examine two strategies formanaging free memory thatis

assigned to kernel processes: the “buddy system” and slab allocation.

1. Buddy System

The buddy system allocates memory from a fixed-size segment consisting of
physically contiguous pages. Memory is allocated from this segment using a power-of-
2 allocator, which satisfies requestsin units sized as a power of 2 (4 KB, 8 KB, 16 KB, and
so forth). A request in units not appropriately sized is rounded up to the next highest
power of 2. Forexample, arequestfor 11 KB is satisfied with a 16-KB segment.

Let’s consider a simple example. Assume the size of a memory segmentis initially

256 KBandthe kernel requests 21 KB of memory. The segmentis initially divided into
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two buddies—whichwe will call ALand AR—each 128 KBinsize. One ofthese buddiesis
further divided into two 64-KB buddies —

BL and BR. However, the next-highest power of 2 from 21 KB is 32 KB so either
BL orBRisagaindividedintotwo 32-KB buddies, CL and CR. One ofthese buddiesisused
to satisfy the 21-KBrequest. This scheme isillustrated in Figure 9.26, where CLis the

segment allocated to the 21-KB request.

physically contiguous pages

256 KB
128 KB ‘ 128 KB
A Ag
54 KB ‘ 64 KB
E| 3:.
3B | PEE

Fig : Buddy System Allocation

An advantage of the buddy system is how quickly adjacent buddies canbe combined
to form larger segments using a technique known as coalescing. In the above Figure for
example, when the kernel releases the CL unit it was allocated, the system can
coalesce CL and CR into a 64-KB segment.

This segment, BL, can in turn be coalesced with its buddy BR to form a 128-
KB segment. Ultimately, we can end up with the original 256-KB segment.

The obvious drawback to the buddy system is that rounding up to the next highest
power of 2 is very likely to cause fragmentation within allocated segments. For example,
a 33-KB request can only be satisfied with a 64- KB segment.

Infact, we cannotguaranteethatlessthan 50 percentofthe allocated unitwillbe
wasted due to internal fragmentation. In the following section, we explore a memory

allocation scheme where no space is lost due to fragmentation.
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2. Slab Allocation

A second strategy for allocating kernel memory is known as slab allocation.
Aslabis made up of one or more physically contiguous pages. A cache consists of one or
more slabs. There is a single cache for each unique kernel data structure
—for example, a separate cache for the data structure representing process descriptors,
aseparate cache forfile objects, a separate cache for semaphores, and so forth.

Each cache is populated with objects that are instantiations of the kernel data

structure the cache represents.

Forexample, the cache representing semaphores storesinstances of semaphore
objects, the cache representing process descriptors stores instances of process descriptor
objects,andsoforth. Therelationshipamongslabs, caches, andobjectsisshownin Figure

The figure shows two kernel objects 3KBin size and three objects 7 KB in size,

each stored in a separate cache.
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Fig : Slab Alocation
The slab-allocation algorithm uses caches to store kernel objects. When a cache is
created, a number of objects which are initially marked as free are allocated to the cache.
The number of objectsin the cache depends onthe size of the associated slab.
Forexample, a12-KB slab (made up ofthree continguous 4-KB pages) could store

six 2-KB objects. Initially, all objects in the cache are marked as free. When a new object
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forakernel data structure is needed, the allocator can assign any free object from the
cachetosatisfytherequest. The objectassigned fromthe cacheismarked asused.
Let’s consider a scenario in which the kernel requests memory from the slab allocator
for an object representing a process descriptor. In Linux systems, a process descriptor is
of the type struct task struct, which requires approximately 1.7 KB of memory.
When the Linux kernel creates a new task, it requests the necessary memory for
the structtask structobjectfromitscache. The cachewillfulfilltherequestusingastruct
task struct object that has already been allocated in a slab and is marked as free.

In Linux, a slab may be in one of three possible states:

1. Full. All objects in the slab are marked as used.
2. Empty. All objects in the slab are marked as free.

3. Partial. The slab consists of both used and free objects.

Theslaballocatorfirstattemptstosatisfytherequestwithafree objectinapartial
slab. If none exists, afree objectis assigned from an empty slab. If no empty slabs are
available,anewslabis allocated from contiguous physical pages and assignedto acache;

memory for the object is allocated from this slab.

The slab allocator provides two main benefits:

1. Nomemaory iswasted dueto fragmentation. Fragmentationis notanissue because each

unique kernel data structure has an associated cache, and each cache is made up of one

ormore slabsthatare divided into chunksthe size of the objects being represented.
Thus,whenthekernelrequestsmemoryforanobject, the slaballocatorreturns

the exact amount of memory required to represent the object.

2. Memoryrequests can be satisfied quickly. The slab allocation schemeisthus particularly
effective for managing memory when objects are frequently allocated and deallocated,
asis often the case with requests from the kernel. The act of allocating —and releasing —
memory can be a time-consuming process.

However, objects are created in advance and thus can be quickly allocated from

the cache.Furthermore,whenthekernelhasfinishedwithanobjectandreleasesit, itis
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marked as free and returned to its cache, thus making it immediately available for
subsequent requests from the kernel.

The slab allocator first appeared in the Solaris 2.4 kernel. Because of its general-
purpose nature, this allocator is now also used for certain user-mode memory requests
in Solaris. Linux originally used the buddy system; however, beginning with Version 2.2,
the Linux kernel adopted the slab allocator.

Recent distributions of Linux now include two other kernel memory allocators —
the SLOB and SLUB allocators. (Linux refers to its slab implementation as SLAB.)

The SLOB allocator is designed for systems with a limited amount of memory, such as
embedded systems. SLOB (which stands for Simple List of Blocks) works by maintaining
three lists of objects: small (for objects less than 256 bytes), medium (for objects less
than 1,024 bytes), andlarge (for objects less than 1,024 bytes). Memory requests are
allocated from an object on an appropriately sized list using a first-fit policy.

Beginning with Version 2.6.24, the SLUB allocator replaced SLAB as the default
allocatorforthe Linux kernel. SLUB addresses performance issues with slab allocation by
reducing much of the overhead required by the SLAB allocator.

One change is to move the metadata that is stored with each slab under
SLAB allocation to the page structure the Linux kernel uses for each page.
Additionally, SLUB removes the per-CPU queues that the SLAB allocator maintains for
objects/in eachcache.

For systems with a large.:number of processors, the amount of memory allocated
to these queues was not insignificant. Thus, SLUB provides better performance as the

number of processors on a system increases.
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UNIT 1

MEMORY MANAGEMENT:BACKGROUND
In general, to run a program, it must be brought into memory.

Input queue — collection of processes on the disk that are waiting to be brought into memory
to run theprogram.

User programs go through several steps before being run

Address binding: Mapping of instructions and data from one address to another address in
memory.

Three different stages of binding:

1. Compiletime: Must generate absolute code if memory location is known in prior.

2. Load time: Must generate relocatable code if memory location is not known at compile
time

3. Execution time: Need hardware support for address maps (e.g., base and limit
registers).

Multistep Processing of a User Program

source
program
compiler or compile
assembler time
object
module
other
object
modules
linkage
editor
load . load
module time
system
library
locader
dynamicall B
loaded
system
library :
in-memory .
dynamic binary ﬁ:fg?ﬂ?nr
linking memory time)
image

Logical vs. Physical Address Space
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e Logical address — generated by the CPU; also referred to as “virtual address “

e Physicaladdress—address seenbythe memoryunit.

e Logical and physical addresses are the same in -compile-time and load-time address-
binding schemes

e Logical (virtual) and physical addresses differ in -execution-time address- binding

scheme

Memory-Management Unit (MMU)

It is a hardware device that maps virtual / Logical address to physical address
e Inthis scheme, the relocation register‘s value is added to Logical address generated
by a user process.
e The user program deals with logical addresses; it never sees the realphysical
addresses
e Logical address range: 0 to max
e Physicaladdressrange: R+0to R+max, where R—value inrelocation register

Note: relocation register is a base register.

Dynamic relocation using relocation register

relocation
register
14000
logical physical
address /\ address
CPU >+ >  memory
346 A/ 14346
MMU

Dynamic Loading
e Through this, the routine is not loaded until it is called.
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e Better memory-space utilization; unused routine is never loaded

e Usefulwhenlarge amounts of code are neededto handle infrequently occurring
cases

e No special support from the operating system is required implemented through

programdesign

Dynamic Linking
e Linking postponed untilexecutiontime & is particularly useful for libraries
e Small piece of code called stub, used to locate the appropriate memory-
resident library routine or function.
e Stubreplacesitselfwith the address of the routine, and executes the routine

e Operatingsystemneededto checkifroutineisin processes‘memoryaddress

Shared libraries: Programs linked before the new library was installed will continue using
the olderlibrary
Overlays:
e Enable a process larger than the amount of memory allocated to it.

e _Ata giventime, the needed instructions & data are to be kept within a

memory.
Swapping

Aprocess canbe swappedtemporarily out of memoryto abacking store (SWAP
OUT) and then brought back into memory for continued execution (SWAP IN).
Backing store

Fast disk large enough to accommodate copies of all memory images for all
users & it must provide direct access to these memory images
Roll out, roll in

Swapping variantused for priority-based scheduling algorithms; lower-priority
process is swapped out so higher-priority process can be loaded and executed
Transfer time :

e Major part of swap time is transfer time

e Total transfer time is directly proportional to the amount of memory swapped.
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Example: Let us assume the user process is of size 1MB & the backing store is a standard
hard disk with a transfer rate of SMBPS.

Transfer time = 1000KB/5000KB per second

= 1/5 sec = 200ms

~ A
operating

system

rocess P
@ swap out P i

p—o— a0

. process P,
(:)SWapln

— |
L .

space

backing store

main memory

(i) Memory Protection:

Memory protection is needed for
a) Protectingthe OS from user process.
b) Protecting user processes from one another.
e Theabove protectionisdone hy “Relocation-register & Limit-register scheme —
¢ Relocationregister contains value of smallestphysical addressi.e basevalue.

e Limitregistercontainsrange oflogicaladdresses—eachlogicaladdressmustbeless
than the limitregister

A base and a limit register define a logical address space

0
operating
system
25600
process
"
30004 30004
process bese
<
42094 < 12090
limit
process
88000
102400
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HW address protection with base and limit registers

base base + limit

Y Y

address es es
CPU —<2 a .

no no

A Y

trap to operating system
monitor—addressing error

memory

Contiguous Allocation
Each processis containedinasingle contiguous section of memory.
There are two methods namely :
e Fixed — Partition Method
e Variable — Partition Method
Fixed - Partition Method :
o Divide memory into fixed size partitions, where each partition has exactly one
process.
e The drawback is memory space unused within a partition is wasted.
(eg.whenprocess size < partition size)

Variable-partitionmethod:

e Divide memory into variable size partitions, depending upon the size of the
incoming process.

e Whenaprocessterminates, the partition becomes available for another
process.

e Asprocessescomplete and leave they create holesinthe main memory.

Hole —block of available memory; holes of various size are scattered throughout memory.
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oS os oS OS
process 5 process 5 process 5 process 5
process 9 process 9
process 8 process 10
process 2 process 2 process 2 process 2

Dynamic Storage-Allocation Problem:
How to satisfy a request of size _n' from a list of free holes?

First-fit: Allocate the first hole that is big enough.

Best-fit: Allocate the smallest hole that is big enough; must search entire

list, unless ordered by size. Produces the smallestleftoverhole.

Worst-fit: Allocate the largesthole; mustalso search entirelist. Producesthe largest
leftover hole.

NOTE: First-fit and best-fit are better than warst-fit in terms of speed and storage
utilization

Fragmentation:

External Fragmentation

— This takes place when enough total memory space exists to satisfy a request,
but it is not contiguous i.e, storage is fragmented into a large number of small holes
scattered throughout the main memory.

Internal Fragmentation

— Allocated memory may be slightly larger than requested memory.
Example: hole = 184 bytes
Process size = 182 bytes. We are left with a hole of 2 bytes.
Solutions:
1. Coalescing: Merge the adjacent holes together.

2. Compaction: Move all processes towards one end of memory, hole towards other
end of memory, producing one large hole of available memory. This scheme is expensive
as it can be done if relocation is dynamic and done at executiontime.

3. Permit the logical address space of a process to be non-contiguous.

This is achieved through two memory management schemes namely paging and
segmentation.
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PAGE REPLACEMENT
e Ifnoframesarefree,we couldfind onethatis notcurrentlybeingused & freeit.
e Wecanfreeaframebywritingitscontentstoswapspace&changingthe
page table to indicate that the page is no longerin memory.
e Thenwecanusethatfreedframetoholdthe pageforwhichtheprocess

faulted.

Basic Page Replacement
1. Find the location of the desired page on disk
2. Find a freeframe
o Ifthereisafree frame, thenuseit.
o If there is no free frame, use a page replacement algorithm to
select a victim frame
o Writethevictimpagetothedisk,changethe page &frame
tables accordingly.

3. Readthedesiredpageintothe (new)free frame. Updatethe page andframe

tables:

4. Restart the process

frame  valid—invalid bit
N gam—
swap out
0 |i to invalid @page [ ]
f |v /
@ f| wvictim T

reset page \
table for =
page table &0 e @ o \D
desired

page in

physical
memory

Note:
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Ifnoframesarefree,twopagetransfersarerequired &thissituationeffectively

doubles the page- fault service time.

Modify (dirty) bit:
It indicates that any word or byte in the page is modified.
When we select a page for replacement, we examine its modify bit.

¢ Ifthe bitis set, we know that the page has been modified & in this case
we must write that page to the disk.

e Ifthe bitis not set, then if the copy of the page on the disk has not been
overwritten, then we can avoid writing the memory page onthe disk as
it is alreadythere.

Page Replacement Algorithms
1. FIFO Page Replacement
2. Optimal Page Replacement
3. LRU Page Replacement
4. LRU Approximation Page Replacement
5. Counting-Based Page Replacement
We evaluate an algorithm by running it on a particular string of memory references &
computing the number of page faults. The string of memory reference is called a
‘reference string” The algorithm that provides less number of page faults is
termed to be a good one.
Asthe number of available frames increases, the number of page faults decreases. Thisis

shown in the following graph:
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(a) FIFOpagereplacementalgorithm
Replace the oldest page.
Thisalgorithmassociates witheach page, the time whenthatpage was brought

in.
Example:

Reference string:7,0,1,2,0,3,0,4,2,3,0,3,2,1,2,0,1,7,0,1

No.of available frames = 3 (3 pages can be in memory at a time per process)

reference string
7 0 2 0 3 0 4 2 3 0

77 22 77
22

page frames
NO. Of page radits = 15

Drawback:
FIFOpagereplacementalgorithm’s performance isnotalwaysgood.
To illustrate this, considerthe following example:
Reference string: 1,2,3,4,1,2,5,1,2,3,4,5
e IfNo.ofavailable frames -= 3 then the no.of page faults =9
o IfNo.ofavailable frames =4 thenthe no.of page faults =10
e Herethe no. of page faultsincreases whenthe no.of framesincreases . This

is called as Belady’s Anomaly.

(b) Optimal page replacement algorithm
Replacethepagethatwillnotbeusedforthelongestperiodoftime.
Example:
Reference string:7,0,1,2,0,3,0,4,2,3,0,3,2,1,2,0,1,7,0,1

No.of available frames = 3

Download Binils Android App in Playstore Download Photoplex App



https://play.google.com/store/apps/details?id=binilselva.allabtengg.release001
https://play.google.com/store/apps/details?id=com.binilselva.photoship
http://www.binils.com/

www.binils.com for Anna University | Polytechnic and Schools

reference string
v 8 9 2 0 83 O 4 2 8 0 3 2 1 2 0 1 7 0

page frames

No. of page faults =9

Drawback:

It is difficult to implement as it requires future knowledge of the reference string.

(c) LRU(Least Recently Used) page replacement algorithm

Replace the page that has not been used for the longest period of time.
Example:
Reference string:7,0,1,2,0,3,0,4,2,3,0,3,2,1,2,0,1,7,0,1

No.of available frames =3

reference string

page frames

No. of page faults = 12
LRU page replacement can be implemented using
1. Counters

e Everypage table entry has a time-of-use field and a clock or counter is
associated with the CPU.

e The counteror clockisincremented for every memoryreference.

e Eachtime apageisreferenced, copy the counter into the time-of-use
field.
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e Whenapage needsto be replaced, replace the page with the
smallest countervalue.
2. Stack
= Keep a stack of page numbers
= Wheneverapage isreferenced, remove the page fromthe stack
and put it on top of the stack.
= Whenapage needsto be replaced, replace the page thatis at

the bottom of the stack.(LRU page)

Use of A Stack to Record The Most Recent Page References

reference string
4 7.3 (@] W 1 (@] 1 2 1 2 W 1
= = T 1
a b
1 2
o 1
74 (@]
4 4
stack stack
before after
a b

(d) LRU Approximation Page Replacement
Reference bit
e Witheach page associate a reference bit, initially setto 0
e When page is referenced, the bitis setto 1
» Whenapageneedstobereplaced, replacethe page whosereferencebitisO
» Theorderofuseisnotknown, butwe knowwhichpageswereusedand

which were not used.

() Additional Reference Bits Algorithm
= Keep an 8-bit byte for each page in a table in memory.
= Atregularintervals, atimer interrupt transfers control to OS.
» The OS shifts reference bit for each page into higher- order bit shifting
the other bits right 1 bit and discarding the lower-order bit.
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Example:
= Ifreferencebitis00000000thenthe page hasnotbeenusedfor8time
periods.
= Ifreferencebitis11111111thenthe page has beenused atleast once
each time period.
= Ifthe reference bit of page 1is 11000100 and page 2is 01110111 then page
2 is the LRUpage.
(i) Second ChanceAlgorithm
Basic algorithm is FIFO
When a page has been selected , check its reference bit.
= |f 0 proceed to replace the page
» [f1lgivethe page asecondchanceand move ontothe next FIFO page.
» Whenapage getsasecond chance, its reference bitis cleared and
arrival time is reset to current time.
» Henceasecond chance page willnotbe replaced until all other pages

are replaced.

reference  pages reference  pages
bits bits
[o] [o]
v v
[o] [o]
- v ] J
Viotim (] [o]
R v
[1] ,_ [ _
¥ ¥

) | ] |
' ¥
1) 1]

_ ",

circular queue of pages circular queue of pages

(a) (b)
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(i) Enhanced Second Chance Algorithm
Considerbothreference bitand modifybito Therearefourpossible
classes
1. (0,0)—neitherrecentlyused normodified® Best page to replace
2. (0,1)—notrecentlyused butmodifiedr page hasto be written out
before replacement.

3.(1,0)-recentlyused butnot modified page may be used again
4. (1,1)-recentlyused and modifiedz page may be usedagainand

page has to be written to disk

(e) Counting-Based PageReplacement
Keep a counter of the number of references that have been made to each page
1. Least Frequently Used (LFU )Algorithm: replaces page with
smallest count
2. Most Frequently Used (MFU )Algorithm: replaces page with
largest count
-It iIs"based on the argument that the page with the
smallestcountwas probablyjust broughtinand has yet
to be used.
Page Buffering Algorithm
These are used along with page replacement algorithms to improve their
performance
Technique 1:
= Apoolof free frames is kept.
» Whena page fault occurs, choose a victim frame as before.
» Readthe desired page into a free frame from the pool
» Thevictimframeiswrittenonto the disk and thenreturned to the pool of
free frames.
Technique 2:
» Maintain a list of modified pages.
»  Wheneverthe paging device isidles, a modified is selected and written to

disk and its modify bit is reset.
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Technique 3:
*= Apooloffreeframesiskept.
= Rememberwhich page was in each frame.
» Ifframecontentsare notmodifiedthenthe old page canbereuseddirectly
from the free frame pool when needed
Allocation of Frames
There are two major allocation schemes
= Equal Allocation
» Proportional Allocation
Equal allocation
Iftherearenprocessesandmframesthenallocate m/nframesto each
process.
Example:Ifthereare5processesand 100frames, give eachprocess 20
frames.
Proportional allocation
Allocate accordingto the size of process
Let si be the size of processi.
Letmbe the total no. of frames
ThenS=} sj

ai = si/ S * mwhere aj is the no.of frames allocated to process i.

Global vs. Local Replacement
Global replacement—each process selects areplacementframe fromthe set ofall
frames; one process can take a frame from another.
Localreplacement—eachprocess selectsfromonlyits own set ofallocated

frames.
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PAGING
e [tisamemory managementscheme that permits the physical address space ofa
process to benoncontiguous.
e |tavoids the considerable problem of fitting the varying size memory chunks on to
the backingstore.
(i) Basic Method:
e Divide logical memory into blocks of same size called “pages”.
o Divide physical memory into fixed-sized blocks called “frames”
e Pagesizeisapower of 2, between 512 bytes and 16 MB.
Address Translation Scheme
Address generated by CPU(logical address) is divided into:
Page number (p) —used as anindex into a page table which contains base address of each
page in physicalmemory
Page offset (d)—combined with base addressto definethephysical addressi.e.,
Physical address = base address + offset

Paging Hardware

logical physical
address address | fOO0O ... 0000

oPU ] i
A
p{

A e ew 191

physical
memory

page table
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Paging model oflogicaland physicalmemory

page O

page 1

page 2

page 3

logical
memory

frame
number

ks

page O

page table 3

page 2

page 1

page 3

physical
memory

Paging example for a 32-byte memory with 4-byte pages

Page size = 4 bytes

Physicalmemorysize =32 bytesi.e (4 X8=32s0, 8 pages) Logicaladdress “0‘mapsto
physicaladdress 20i.e ((5 X 4) +0) Where Frameno =5,

Pagesize =4,

Offset =0

OCRNOOOAWLN-=O

VO 33 |—x——7@ =0|a0 Tn

logical memory

5
6
1

N =+ O

3|2
page table

0

a |
J
k
|

8 m
n
o
P

12

16

20 z!
b
c
d

24 | ©
f
g
h

28

physical memory,
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e Whenaprocessarrivesintothe system, its size (expressed in pages)is

examined.

o Eachpageofprocessneedsoneframe. Thusifthe processrequires_n‘pages, at

least _n’ frames must be available in memory.

o If_n'framesare available, they are allocated to this arriving process.

o The1St page ofthe processisloadedintoone ofthe allocated frames &the

frame number is put into the page table.

e Repeatthe above step for the next pages & soon.

free-frame list

page O
page 1
page 2
page 3
new process
N,

(a) BeforeAllocation

Frame table: It is used to determine which frames are allocated, which frames are

available, how manytotalframesarethere,and so on.(ie) It contains allthe information

(a)

13

14

15

16

17

18

19

20

21

free-frame list
15

AT T
.

page O
page 1
page 2
page 3

new process

13

14

15

16

17

18

19

20

new-process page table 21

(b)

(b) After Allocation

about the frames in the physical memory.

(i) Hardware implementation of Page Table

This can be done in several ways :
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1. Using PTBR
2. TLB
ThesimplestcaseisPage-tablebaseregister (PTBR),isanindexto pointthe pagetable.
1. TLB (Translation Look-aside Buffer)
e |tis afastlookup hardware cache.
e |tcontains the recently or frequently used page table entries.
e Ithastwo parts: Key (tag) & Value.

e More expensive.

logical
address
CPU —»| p d
page frame
number number
lEE TLB hit physical
IEE | address
f d
TLB I
p {
TLB miss
f
- physical
memory
page table

Paging Hardware with TLB

Whenalogicaladdressisgenerated by CPU, its page numberispresentedto TLB.
TLB hit: Ifthe page numberis found, itsframe numberisimmediately available & is
used to accessmemory
TLB miss:Ifthe page numberisnotinthe TLB,amemoryreferencetothe page table must
be made.
Hit ratio: Percentage of times that a particular page is found in the TLB.
Forexample hitratio is 80% meansthatthe desired page numberinthe TLBis 80%
of thetime.
Effective Access Time:

Assume hit ratio is 80%.
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e Ifittakes20nstosearch TLB & 100nstoaccess memory, thenthe memory
access takes 120ns(TLB hit)

e Ifwefailtofind page no.in TLB (20ns), then we must

access memoryfor

pagetable (100ns) &thenaccess the desired byte in memory (100ns).

e Therefore Total =20 + 100 + 100
= 220 ns(TLB miss).
e Then Effective Access Time (EAT) =0.80 X (120 + 0.20) X 220.

=140ns.

(iif) Memory Protection

Memory protection implemented by associating protection bit witheach frame

Valid-invalid bit attached to each entry in the page table:

“valid(v)” indicatesthatthe associated page isinthe process‘logical address space,

and is thus a legal page

“invalid (i)” indicates that the page is not in the process’ logicaladdress space

00000

10,468
12,287

page O

page 1

page 2

page 3

page 4

page 5

0]
1
2| page O
frame number valid—invalid bit
\ '/ 3| page 1
O [E2EV
1 FEhs 4| page 2
204 v 5
3 [N
4|8 | v 6
5|9 (v
elo| i 7| page 3
7 RS 8| page 4
page table —_—
9| page 5
-
page n

(iv) Structures of the Page Table

a) Hierarchical Paging
b) Hashed Page Tables
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c) Inverted Page Tables

a) Hierarchical Paging
Break up the Page table into smaller pieces. Because ifthe page table is too large then
it is quit difficult to search the page number.

Example: “Two-Level Paging “

page number page offset
Pi . P2 d
10 10 12
(0]
1]

\

1
/ : 100
=

500

\l
O
0

T
= 708
outer page \ o929 :
table - \ 900
200 />< :
page of 929
page table
page table s
memory

Address-Translation Scheme

Address-translation scheme for a two-level 32-bit paging architecture

logical address
P4 | P2 | d |

o {

.y
>

P2

Y

outer page d
table {

page of
page table

It requires more number of memory accesses, when the number of levels is

increased.
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(b) Hashed Page Tables
Each entryin hash table contains a linked list of elements that hash tothe same location.

Each entry consists of;
(a) Virtual page numbers
(b) Value of mapped page frame.
(c) Pointer to the next element in the linked list.
Working Procedure:
e Thevirtualpage numberinthe virtualaddressis hashedintothehash table.

1Stelementinthelinked

e Virtualpage numberiscomparedtofield (a)inthe
list.

e Ifthereisamatch,the correspondingpage frame (field (b)) isusedtoformthe
desired physicaladdress.

e Ifthereisnomatch, subsequententriesinthelinkedlistaresearchedfora

matching virtual page number.

physical
logical address address
[ [ o] | r | d ]

physical
—’|qISII||]|PIrIilT"' memory

hash table

Clustered page table: Itis a variation of hashed page table & is similar to hashed page

table except that each entry in the hash table refers to several pages rather than a single

page.

(c) Inverted PageTable
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It has one entry for each real page (frame) of memory & each entry consists of the
virtualaddressofthe page storedinthatrealmemorylocation, withinformationaboutthe

process that owns that page. So,only one page table is in the system.

logical physical

sdress | I:Ii—lw, physical
cPU (—>{pd|[ p [ d | i memery

F

search l }i

pid | p

page table

e Whenamemoryreference occurs, partofthe virtualaddress ,consisting of
<Process-id, Page-no> is presented to the memory sub-system.
e Thenthe inverted page table is searched for match:
() Ifamatchisfound, thenthe physical address is generated.
(i) ‘Ifnomatchisfound, then anillegaladdress access hasbeen attempted.
Merit: Reduce the amount of memary needed.
Demerit: Improve the amount of time needed to search the table when a page reference

oocurs.

(v) Shared Pages

One advantage of paging is the possibility of sharing common code.
Shared code

One copy of read-only (reentrant) code shared among processes (i.e., text editors,
compilers, window systems).

Shared code mustappearinsamelocationinthelogicaladdressspace ofallprocesses
Reentrantcode (Pure code): Non-self modifying code. Ifthe codeisreentrant, then

it never changes during execution. Thus two or more processes can execute

the same code at the same time.
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Private code and data
e Each process keeps a separate copy of the code and data
e The pages for the private code and data can appear anywhere in the logical

address space

ed 1 o
3
ed 2 4 1 data 1
6
ed 3 2 data 3
1
data 1 page table 3 ScE
for £, ed 1
process P, = aq ed 2
ed 2
4 5
ed 3 8
7 6 ed3
data 2 page table
for P2 T data 2
Sdil process P,
3 8
ed 2 4
9
ed 3 S
2 10
data 3 page table
for Py
process Py

Drawback of Paging - Internal fragmentation
Inthe worst case aprocesswould need n pages plus one byte.ltwould be allocated n+1
frames resulting in an internal fragmentation of almost an entire frame.
Example:
Page size = 2048 bytes
Process size= 72766 bytes
Process needs 35 pages plus 1086 bytes.

It is allocated 36 frames resulting in an internal fragmentation of 962 bytes.
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SEGMENTATION
Memory-managementscheme that supports user view of memory
Aprogramisacollectionof segments. Asegmentisalogicalunitsuchas: Mainprogram,

Procedure, Function, Method, Object, Local variables, global variables, Common block, Stack,

Symboltable,arrays

subroutine

symbol
table
sqrt
main
program
logical address
Logical View of Segmentation
1
4
2
3
user space physical memory space
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Segmentation Hardware
Logical address consists of a two tuple :
<Segment-number, offset>
Segmenttable—mapstwo-dimensional physical addresses; eachtable entry has:
Base-containsthe starting physicaladdress where the segments reside in memory
Limit — specifies the length of the segment
Segment-tablebaseregister (STBR)pointstothe segmenttable‘slocationinmemory
Segment-table length register (STLR) indicates number of segments used by a program;
Segmentnumber_s islegal, ifs<STLR
Relocation.
Dynamic
By segment table
Sharing.
e shared segments
e same segmentnumber
Allocation.
o first fit/best fit
e external fragmentation
Protection: With each entry in segment table associate:
= validationbit=0 illegalsegment
» read/write/execute privileges
e Protectionbits associated with segments; code sharing occurs at segment level
e Since segmentsvary inlength, memory allocationis a dynamic storage- allocation
problem

e A segmentation example is shown in the followingdiagram
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Address Translation scheme

— limit |base |—
segment
table
CPU —D{ s l d

trap: addressing error physical memory
EXAMPLE:
et ‘\_‘\
subroutine stack
1400
segment 3 segmeniO
s 2400
sym bol
segment o table
— : o limit | base
segment 4
Sqrt 1000 | 1400
_ 1| 400 | 6300 3200
2| 400 | 4300
program 3| 1100 | 3200 segment 3
4| 1000 | 4700
e e segment table AU00
segment 1 segment 2 segment 2
\ 4700
logical address space segment 4
5700
6300
segment 1
6700
phvsical memory
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Sharing of Segments

editor

segment 0

data 1

segment 1

logical memory
process P,

editor

limit

base

25286
4425

43062
68348

segment table
process P,

43062

68348
72773

90003

editor

data 1

data 2

segment O

base
25286 | 43062
8850 | 90003

segment table
process P,

data 2 limit

physical memory

)

segment 1

logical memory
process P,

¢ Anotheradvantage of segmentationinvolves the sharing of code or data.
e Each process has a segment table associated with it, which the dispatcher usesto
define the hardware segmenttable when this process is giventhe CPU.

e Segments are shared when entries in the segment tables of two different

processes point to the same physical location.

Segmentation withpaging
The IBM OS/ 2.32 bit version is an operating system running on top of the Intel 386
architecture. The 386 uses segmentation with paging for memory management. The maximum
numberofsegments perprocessis 16 KB,andeachsegmentcanbeaslargeas4gigabytes.
The local-address space of a process is divided into two partitions.
= Thefirstpartition consists of upto 8 KB segmentsthat are private tothatprocess.
" The second partition consists of up to 8KB segments that are sharedamongall

the processes.
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" Information aboutthefirst partition iskept in the local descriptor table (LDT),
information about the second partitionis keptinthe global descriptor table (GDT).

. Eachentryinthe LDTand GDT consistof8bytes, with detailed informationabout
a particular segment including the base location and length of the segment.

" Thelogicaladdressisapair(selector, offset)wherethe selectorisal6-bitnumber:

13 1 2

Where sdesignates the segment number, g indicates whether the segmentis
inthe GDT or LDT, and p deals with protection. The offset is a 32-bit hnumber specifyingthe

location of the byte within the segment in question.

= The base and limit information about the segment in question are used to generate

alinear-address.

» First,thelimitis usedtocheckforaddress validity. If the addressis not valid, amemory
faultis generated, resultinginatrap to the operating system. Ifitisvalid, thenthe value
of the offsetis added to the value of the base, resulting in a 32-bitlinear address. This

address is then translated into a physicaladdress.

» The linear address is divided into a page number consisting of 20 bits, and apage
offset consisting of 12 bits. Since we page the page table, the page number is
further divided into a 10-bit page directory pointer and a 10-bit page table pointer.

The logical address is as follows.

p1 p2 d

10 10 12
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logical address

selector offset
descnptor table
segruent
descnptor
. page frame
linear address directory page offset
physical address
page directory
page table
directory entry
page table entry

page directory
base register

= To improve the efficiency of physical memory use. Intel 386 page tables can be

swapped to disk. In this case, an invalid bit is used in the page directory entryto

indicate whether the table to which the entry is pointing is in memory or on disk.

= |fthe table is on disk, the operating system can use the other 31 bits to specify the

disk location of the table; the table then can be broughtinto memory on demand.
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THRASHING
High paging activity is called thrashing.
If a process does not have -enough pages, the page-fault rate is very high.
This leads to:
. Low CPU utilization
o Operating system thinks that it needs to increase the degree of
multiprogramming
o Another process is added to the system
. When the CPU utilization is low, the OS increases the degree of
multiprogramming.
o If global replacementis used then as processes enter the main memory they
tend to steal frames belonging to other processes.
. Eventually all processes will not have enough frames and hence the page
fault rate becomes very high.
o Thus swapping in and swapping out of pages only takes place.

o This is the cause of thrashing.

I thrashing

CPU utilization

degree of multiprogramming

To limit thrashing, we can use a local replacement algorithm.
To preventthrashing, there are two methods namely,
e Working Set Strategy

e Page FaultFrequency
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1. Working-Set Strategy
It is based on the assumption of the model of locality.
Locality is defined as the set of pages actively used together.

Working setisthe set of pages inthe mostrecent A pagereferencesisthe working
set window.

e if Atoosmall, it will not encompass entire locality
e if Atoo large ,it willencompass several localities
e if A= it willencompass entire program

D =X WSS;j

e Where WSS is the working set size for processi.

e Disthetotaldemandofframes

[if D>m then Thrashing will occur.

page reference table
...2615777751623412344434344413234443444. ..

.t .1

1 =
2

WS(t,) = {1,2,5,6,7} WS(t,) = {3,4}

i
t2

2. Page-Fault Frequency Scheme

e Ifactualrate too low, process loses frame

e Ifactual rate too high, process gains frame

A

(0] A
= increase number
= of frames
=
o upper bound
>
(@)
[
o
lower bound
decrease number
of frames

number of frames
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Other Issues
1. Prepaging
o Toreduce the large number of page faults that occurs at process startup
o Prepage all or some of the pages a process will need, before they are
referenced
. But if prepaged pages are unused, I/O and memory are wasted
2. Page Size
Page size selection must take into consideration:
e Fragmentation
e Tablesize
e |/Ooverhead
e Locality
3. TLB Reach
o TLBReach - The amount of memoryaccessible fromthe TLB
o TLBReach=(TLB Size) X (Page Size)
o ldeally, the working set of each process is stored in the TLB,
Otherwise there is a high degree of page faults.
o Increase the Page Size. This maylead to an increase in fragmentation as
not all applications require a large page size
o Provide Multiple Page Sizes. This allows applications that require
larger page sizes the opportunity to use them without an increase in
fragmentation.
4.1/Ointerlock
o Pages mustsometimes be locked into memory
o Consider I/0. Pages that are used for copying a file from a device
must be
= Jocked from being selected for eviction by a page

replacement algorithm.
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VIRTUAL MEMORY

Iltisa technique that allows the execution of processes that may not be

completely in mainmemory.

Advantages:

Allows the program that can be larger than the physical memory.
Separation of user logical memory from physical memory
Allows processes to easily share files & address space.

Allows for more efficient process creation.

Virtual memory can be implemented using

Demand paging

Demand segmentation

Virtual Memory that is Larger than Physical Memory

page O
page 1
page 2 P e — "“"-n.‘\
\W_.N%_ ]
o e
" O .
%\\-L“\.
\ o~ S~ HOm.
. O N O
: ol (] W
- | .
memory
map S D
page v physical
- memory
virtual
memory

Demand Paging

Itis similar to a paging system with swapping.
Demand Paging - Bring a page into memory only when it is needed
To execute a process, swap that entire process into memory. Rather than

swappingtheentire processinto memoryhowever, we use —Lazy Swapper

Lazy Swapper - Never swaps a page into memory unless that page will be needed.
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Advantages
e Less /O needed
e Less memory needed
e Faster response
e More users

Transfer of a paged memory to contiguous disk space

e N
& ——

program L swap out o 1 2 3[]
§ +th st 68 700

’ 8] 9[J10[J11[]
) 121314151
Pro%ram Pw_ swap in 1GD17I_T_]18[__|]19Q
/ 20121 [J22[123[]
\\\‘______ﬁz//

main
memory

Basic Concepts:
Instead of swappinginthe whole processes, the pagerbrings onlythose necessary
pages into memory. Thus,
1. Itavoids reading into memory pages that will not be used anyway.
2. Reduce the swaptime.
3. Reduce the amount of physical memory needed.
Todifferentiate betweenthose pagesthatareinmemory &thosethatareonthe
disk we use the Valid-Invalid bit
Valid-Invalid bit
A valid — invalid bit is associated with each page table entry.
Valid - > associated page is in memory.

In-Valid -> invalid page, valid page but is currently on the disk
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Page table when some pages are notin main memory
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Page Fault

Access to a page marked invalid causes a page fault trap.
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StepsinHandlingaPage Fault

1. Determine whether the reference is a valid or invalid memory access

2. a) If the reference is invalid then terminate the process.

b) If the reference is valid then the page has not been yet brought into main memory.
Find a freeframe.

Read the desired page into the newly allocated frame.

Reset the page table to indicate that the page is now in memory.

o g > w

Restart the instruction that was interrupted .

Pure demand paging

e Neverbringapageintomemoryuntilitisrequired.

e We could starta process with no pages in memory.

e Whenthe OS sets the instruction pointer to the 1st instruction of the process,
which is on the non-memory resident page, then the process immediately faults
for the page.

e After this page is bought into the memory, the process continue to execute,
faulting as necessary until every page that it needsis.in memary.

Performance of demand paging

Letpbethe probability of apagefaultO<p>1
Effective Access Time (EAT)
EAT = (1 — p) x ma + p x page fault time.
Where ma -> memory access, p ->Probability of page fault (0sp<1)
The memoryaccesstime denoted maisintherange 10to 200 ns.
If there are no page faults then EAT = ma.

Tocompute effective accesstime, we mustknowhowmuchtimeisneededtoservicea

page fault.

A page fault causes the following sequence to occur:

1. Trap to theOS

. Save the user registers and process state.

2

3. Determine that the interrupt was a page fault.

4. Check whether the reference was legal and find the location of page on disk.
5

. Read the page from disk to free frame.
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a. Waitinaqueue untilreadrequestisserviced.
b. Walit for seek time and latency time.
c. Transfer the page from disk to free frame.
While waiting ,allocate CPU to some other user.
Interrupt from disk.
Save registers and process state for other users.
Determine that the interrupt was from disk.
Reset the page table to indicate that the page is now in memory.

Wait for CPU to be allocated to this process again.

© © N © o N o

Restart the instruction that was interrupted .

Process Creation
Virtual memory enhances the performance of creating and running processes:
e Copy-on-Write
e Memory-Mapped Files

a) Copy-on-Write
fork()

Createsachild process as aduplicate of the parent process & itworked by creating
copy of the parent address space for child, duplicating the pages belonging to the parent.
Copy-on-Write (COW)

Allows both parent and child processes to initially share the same pages in
memory. These shared pages are marked as Copy-on- Write pages, meaning thatif either
process modifies a shared page, a copy of the shared page is created.
vfork():

Withthisthe parentprocessis suspended & the child process usesthe address
space of the parent.

e Because vfork() does not use Copy-on-Write, if the child process changes any
pages of the parent’s address space, the altered pages will be visible to the parent
once itresumes.

e Therefore, vfork() must be used with caution, ensuring that the child process does

not modify the address space of the parent.
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(b) Memory - mapped files:
Sequential read of a file on disk uses open() , read() and write()
Everytime afileisaccesseditrequires asystem calland diskaccess.

Alternative method: “Memory - mapped files”

Allowing a part of virtual address space to be logically associated with file

Mapping a disk block to a page in memory.
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